Source camera linking, i.e., establishing whether or not the images of interest are taken by the same camera without the camera and its digital fingerprint in the investigator' s possession, is an important aspect of image forensics. Sensor pattern noises (SPNs), extracted from digital images as device fingerprints, have been proved as an effective way for digital device identification and have been used for device linking as well. However, as we demonstrate in this work, the limitation of the current method of extracting the sensor pattern noise is that the SPNs extracted from images can be severely contaminated by the details from scenes. This makes device linking a more challenging problem than source device identification because the absence of the camera prohibits the acquisition of a clean fingerprint of the camera. In this work we propose a novel approach for attenuating the influence of the details from the scenes on sensor pattern noises so as to improve the correct rate of device linking. The hypothesis underlying our SPN enhancement method is that the stronger a signal component in a SPN is, the less trustworthy the component should be and thus should be attenuated. This hypothesis suggests that an enhanced SPN can be obtained by assigning weighting factors inversely proportional to the magnitude of the SPN components.
Introduction
As the cost of digital imaging devices, such as camcorders, ordinary digital cameras, scanners and cameras embedded in mobile phones, falls and the functionalities of these devices increase, digital imaging become increasingly cheaper in our every-life. As a result the use of digital images in forensic investigations becomes more frequent and important. While digital imaging devices bring ever-increasing convenience of image acquisition, powerful, yet easy-to-use digital image processing tools also provide effective means for manipulating images that can serve good and malicious purposes. Typical image forensics includes source device identification and linking, classification of images taken by unknown cameras, integrity verification, authentication, etc. Usually the process of acquiring a photo with an ordinary digital camera is similar to the diagram illustrated in Figure 1 . The light from the scene enters a set of lenses and passes through an anti-aliasing filter before reaching a colour filter array (CFA) that is intended to admit one of the Red (R), green (G) and blue (B) components of the light per pixel for the following semi-conductor sensor to convert the signal into electronic form. A de-mosaicking process is subsequently carried out to get the intensities of the other two colours for each pixel by interpolating the colour information within a neighbourhood. A sequence of image processing operations such as colour correction, white balancing, Gamma correction, enhancing, JPEG compression, etc. then take place before the photo is saved in the storage medium. To combat image editing for malicious purposes and to help with forensic investigations, researchers have proposed ways of identifying source devices, device linking, classifying images and verifying the integrity of images based on the detection of local inconsistencies of device attributes or data processing related characteristics, such as sensor pattern noise (SPN) [1] [2] [3] [4] [5] [6] [7] [8] , camera response function [9] , re-sampling artefacts [10] , colour filter array (CFA) interpolation artefacts [11, 12] , JPEG compression [13, 14] and lens aberration [15, 16] . Other device and images attributes such as binary similarity measures, image quality measures and higher order wavelet statistics have also been exploited to identify and classify the source devices in aiding forensic investigations [17 -19] . While many methods [9] [10] [11] [12] require that specific assumptions be satisfied, methods based on sensor pattern noise have drawn much attention due to the relaxation of the similar assumptions. The deterministic component of sensor pattern noise (SPN) is mainly caused by imperfections during the sensor manufacturing process and different sensitivity of pixels to light due to the inhomogeneity of silicon wafers [20] . It is because of the inconsistency and the uniqueness of manufacturing imperfections and the variable sensitivity of each pixel to light that even sensors made from the same silicon wafer would possess uncorrelated pattern noise, which can be extracted from the images produced by the devices. This property makes sensor pattern noise a robust fingerprint for identifying and linking the origin and verifying the integrity of images. Most image forensic methods based on sensor pattern noise [2] [3] [4] [5] [6] [7] [8] adopt the model proposed in [1] for extracting the SPN, n, from an image I n = I -F(I)
where F is a denoising function which filters out the sensor pattern noise. Although various denoising filters can be used as F, the wavelet-based denoising filter described in Appendix A of [1] has been reported as effective in producing good results. We can see from Eq. (1) that the SPN, n, literally covers the high-frequency components of I. The key limitation of Eq. (1) is that the SPN, n, can be severely contaminated by the details from the scene because details account for the high-frequency components of I as well and will remain in n when Eq. (1) The reason of creating such a clean reference SPN is that it can better represent the imaging camera when used as a camera fingerprint in forensic applications in which the cameras are available to the investigator. Note the intensity of Figure 2 (a) and (c) has been up scaled 9 and 3 times for visualisation purpose. Source camera linking, which is about establishing whether or not the images of interest are taken by the same camera without the camera and its digital fingerprint in the investigator' s possession, is a more challenging problem than source camera identification because the absence of the camera prohibits the acquisition of a clean reference fingerprint (SPN) of the camera. The investigation can only be carried out based on one SPN from each image and if one or both SPNs are severely contaminated by the details of the scenes, the chance of reaching a correct conclusion cannot be expected to high. To address this issue, the contaminated SPN needs to be cleansed or enhanced in some way. We propose a method for effectively enhancing sensor pattern noise in Section 2 and report in Section 3 a sequence of experiments carried out to test the proposed SPN enhancer.
Proposed Sensor Pattern Noise Enhancer
The hypothesis underlying our SPN enhancer is that the stronger a signal component in n is, the less trustworthy the component should be and thus should be attenuated. This hypothesis suggests that an enhanced fingerprint ne can be obtained by assigning weighting factors inversely proportional to the magnitude of the signal components.
In this work, we use Eq. (1) in conjunction with the wavelet-based denoising filter described in Appendix A of [1] to extract contaminated SPNs and use Eq. (2) as the sensor pattern noise enhancer to realise the afore-mentioned hypothesis.
where n(i, j) and ne(i, j) are the (i, j)th component of n and ne, respectively. Figure 3 (a) illustrates how n is transformed into ne. We can see that α of Eq. (2) determines the rate n is attenuated and is to be specified by the user. There are various ways of realising the same hypothesis. Four more models are given in Eq. These four models can also be better presented graphically as demonstrated in Figure 3(b) to (e). Eq. (2) and (3) allow the magnitude of n e , (i.e., |n e |) to decrease monotonically with respect to the magnitude of n. Eq. (4) -(6) allow the magnitude of ne to grow monotonically in accordance with the magnitude of n if |n| ≤ α (a threshold to be decided by the user) and to decrease monotonically and rapidly with respect to |n| if |n| > α. The five enhancing models can be applied in either spatial domain or frequency domain.
Experiments
We have carried out a sequence of experiments to validate our hypothesis and Eq. (2) - (6) and observed that the optimal value of α for all models is 7. We also observed that the model of Eq. (2) performs better than other models. To demonstrate the performance of the proposed sensor pattern noise enhancer, i.e., Eq. (2), with α = 7, we have carried out source device linking tests on 600 photos of 1536 ×2048 pixels taken in JPEG format (with JPEG quality factor approximately ranging from 93 to 97) by six cameras, each responsible for 100. The six cameras are Canon IXUS 850IS, Canon PowerShot A400, Canon IXY Digital 500, FujiFilm A602, FujiFilm FinePix A902 and Olympus FE210, which will be identified as Camera C1 to C6, respectively, throughout the rest of this paper. For each photo i, we calculate the similarity between it and six other photos, one randomly picked from each of the six cameras. The similarity between any two SPNs i and j is calculated using
Let m be the photo corresponding to the maximum of the six similarity values, i.e.,
We can then link photo i and j to the same source camera Table 1 is the confusion matrix of our experimental results on the 600 photos when the sensor pattern noises extracted with Eq. (1) are not enhanced. The value of each element (C r , C c ) of the confusion matrix indicates the number of photos taken by camera Cr that have been linked to Cc as the imaging camera. That is to say that the values along the main diagonal indicate the number of correct linking. Therefore, given the afore-mentioned dataset, if the SPNs are perfectly discriminative, the confusion matrix of should have a value of 100 for each element along the main diagonal and 0 for the other elements. If the SPN is completely incapable of linking the cameras, the expected value is 16.7% (1/6) for every element, depicting a random linking situation. The highest value along the main diagonal direction of Table 1 is 54 of element (C 5 , C 5 ), indicating that the SPN of Camera C 5 is the most discriminative among the six cameras and the correct linking rate is 54%. Meanwhile, the lowest value along the main diagonal direction of Table 1 is 17 of element (C1, C1), indicating that the SPN of Camera C1 is the least discriminative among the six cameras and the correct linking rate is only 17% which is almost equal to the random case of 16.7%. We can also see that the value of correct linking for element (C6, C6) is only marginally higher than the expected correct linking rate of the random case (16.7), suggesting that the SPN of Camera C6 is also not discriminative. Adding up the values along the main diagonal direction of Table 1 , we get a total of 200 correct linking, which is equivalent to an average correct linking rate of only 38.5% (= 231/600), indicating the inability of the non-enhanced SPN in effectively linking the source cameras.
By contrary, Table 2 is the confusion matrix of the experimental results when the sensor pattern noises extracted with Eq. (1) are enhanced with the proposed enhancer, i.e., Eq. (2). It can be clearly seen that the peak values appear along the main diagonal direction. The lowest values along the main diagonal direction is as high as 64 (at element (C 6 , C 6 )). The total of correct linking is 485, which is equivalent to an average correct linking rate of 80.8% (= 485/600). The feasibility of the proposed sensor pattern noise enhancer is clear when this correct linking rate (80.8%) is compared against the correct linking rate (38.5%) of the non-enhanced case. Table 1 and 2 are the results based on photos of 1536 × 2048 pixels, the full-size of the photos. If the experiments are conducted on smaller image blocks cropped from the original photo, lower correct linking rates are expected. We repeat the afore-introduced experiments on image blocks of 512 × 512 pixels cropped from the centre of the full-sized photos. Table  3 and 4 list the linking rates without and with the application of the proposed enhancing model of Eq. (2) to the sensor pattern noises extracted with Eq. (1). We can see that, without enhancement, the confusion matrix in Table 3 shows no clear clustering of peak values along the main diagonal direction. The correct linking rate is only 21.8% (= 131/600), very close to the value of the random linking situation, 16.7. On the other hand, as indicated in Table 4 , after enhancing the sensor pattern noises, a correct linking rate of 78.7% (= 472/600) can still be achieved and the performance degradation is only 2.1% lower than the correct linking rate when image block size of 1536 × 2048 pixels are used. This again confirms the effectiveness of the proposed SPN enhancer. 
Conclusions
In this work we have pointed out that sensor pattern noise, as the fingerprint for identifying source imaging devices, extracted with the commonly used model of Eq. (1) proposed in [6] can be severely contaminated by the details from the scene. In the application of source camera linking, the absence of the camera prohibits the acquisition of a clean reference SPN of the camera makes the task even more difficult than source camera identification. To circumvent this limitation we envisaged the hypothesis that the stronger a component of the sensor pattern noise is, the less trustworthy the component should be and proposed 5 enhancing models for realising the hypothesis. The hypothesis is tested by assigning greater weighting to the smaller SPN components. Experiments have confirmed the soundness of our hypothesis. 
